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Preliminary remarks

 

Having started the first Internet connection from Cambodia in 1994, I have been involved with network governance questions for many years. And since many years, when I tried to discuss network governance questions with others not directly involved in this field, I found that this is a difficult endeavor. Often the surprised question comes back: “But my e-mail works well – what is the problem?” Or maybe: “Do you mean there is censorship on our communication?” 
The general public – that sector of the general public that has access to networked communication, be it via the Internet, be it via wired or mobile phones – seems mostly satisfied when the technicalities of communication work – just like most users of automobiles are happy when they are not bothered with what happens with carburetors and spark plugs etc.
On the other hand, with the proliferation of the electronic communication, especially also by mobile phones into regions where there is no wired infrastructure, many aspects of life in society become dependent on this communication environment, so that the question, how this resource is controlled – not only technically, but almost as a public utility - cannot be left unexplored. Governments are, of course, considering also how to control this field; the people – in many constitutions the source of power given to governments - will also have to look increasingly into the complexities governing the networked worlds.

 

Two examples, what may be at stake: 
1. It was reported in November 2001, at a time of growing concern about international terrorism, that “the US” cut off Somalia from the Internet – the USA suspected terrorist were using the Somalia link for their activities.
If one country can be shut off by a US decision – other countries may face the same. Definitely a challenge to the freedom not only of expression, but even to communicate. (What actually happened is somewhat complex – and it is not se easy, technically, to shut off a country – even for Somalia a way around was found.) But the fundamental question remains, when one country has special possibilities others don’t.
2. When in 1992 the military government of Thailand, led by General Suchinda Kraprayoon, was forced to resign by huge crowds of popular protesters on the streets of Bangkok, it was reported that the Thai mobile phone companies connected more than 200,000 more calls compared to a normal Sunday.

If the mobile phone systems would have been switched off, maybe the political destiny of Thailand would have been different. – And on the day before the last Commune Council elections were held in Cambodia in April 2007, the government ordered all mobile phone companies to close down on election day – while a number of civil society groups had planned and officially announced to operate a country wide poll station exit information network, to compile unofficial data on voter participation and to conduct opinion polls.
These two examples point to the fact that whatever normal channels for the free exchange of data or the expression of opinion exist, they can be intercepted by high level intervention – not always providing a clear legal basis for such action. 

 

Regulation or governance?
 We are normally familiar with the term “regulation” – the telecommunications sector: telephone operations and radio and television frequencies and licenses to use them are normally the object of “regulations” – agencies of the state, like a Ministry of Post and Telecommunications, draft and declare the technical and procedural rules, maybe leading even to national legislation, The traditional telecommunication activities function according to what Regulators prescribe. National efforts are internationally coordinated on the level of the International Telecommunications Union – ITU - in order to make cross-border communication possible, based on common technical standards – already since 1865! By now, the ITU, as a specialized UN agency, provides a common platform for cooperation and for providing “Recommendations” to be adopted by national governments or other regulators for implementation in the three following sections:
 

Telecommunication Standardization Sector (ITU-T)
Radiocommunication Sector (ITU-R)

Telecommunication Development Sector (ITU-D)

 

The Internet uses the technical transportation media regulated in this way – but it developed as an ever expanding mass of small and large independent, but mutually interconnected networks. The interconnectivity was developed not based on regulations elaborated by state agencies, but by groups of engineers and scientist, based on efforts to establish communication protocols according to an informal, experimental principle: “rough consensus and running code” – the community of the Internet Electronic Engineering Task Force – IEETF - does not have the authority to prescribe legal regulations. The IEETF organizes open conferences. Ideas and procedures suggested at these conferences are published in the form of “Requests for Comments” –  not “regulations” - and if they prove useful, they will probably be more and more widely used and applied, and developed further.
 As a result of this free, voluntary, and committed cooperation, a similarly free “Internet culture” developed. The Internet is not one unit or entity, but a network of networks, of cooperators having their own, independent networks – but having them interconnected based on myutually agreed protocols and procedures.
 

As such, the Internet cannot be “regulated” in its entirety – control becomes possible only in its different functional and regional manifestations: starting from the technical infrastructure of the major means of transmission – cables, satellites – to the possibilities to pre-select which information content is allowed or not allowed to be delivered to a network – or a country gateway – or to the interested end user, or who is allowed at all to use the internet.
 

Internet technical coordination at the global level

 The Internet had begun as an experiment in establishing new networked communication channels in the US military, at the United States Department of Defense Advanced Research Projects Agency – ARPA - in 1963, as a “packet switching system” where the transmission of information does not depend on the existence of one constant wired link between the two points communicating, but the information is portioned into “packets” which can travel on alternative routes to the destination (and therefore the system is less vulnerable).

In a way, it can be said that this was an effort to safeguard the security of communication from intervention – if one route is cut, the packets can travel through another. Safety from interception is, therefore, also a form to keep communication free from intervention – in this case for military purposes.  It is a kind of precondition for the freedom of expression, where, in some cases, the possibility to choose different paths for the transmission of information is crucial.
The Internet had then a brief history as a data exchange and communications environment between academic researchers, mainly in the USA – but this led to some experiments to communicate also across different continents. Only in the mid 1990ies there started a phenomenal growth for such communication, also in the business world, and where technically and economically feasible, also as a means of personal communication for text, data, and finally also voice.
The technological environment, and the economics of access, then become also a threshold for the freedom of communication, and the freedom of expression.

It is interesting and important to note that the Internet developed to a generally well functioning system without having any overarching oversight structure. It started as a collaborative effort of mainly academics and technicians, who wanted to develop existing methodologies further, in a creative trial and error way: whatever had passed the threshold of “rough consensus” and proved to be working – “running code” – was another building block.
The ever increasing number of big and small, interconnected, independent networks, rapidly but irregularly growing as a technology, prompt non-technical, social, political, international questions; one was also the awareness that it increased the gap between those having, and hose not having access to the new communication technology. The US government under President Clinton initiated the first study under the name of the “digital divide” assessing the situation of rural, non connecting parts of the country as over against those who are connected. Soon the same term was also used internationally, considering the growing imbalance between well connected, and less or not connected countries. 

During the administration of the US President Clinton, the international expansion of the Internet led to the conviction that this US developed system of systems should be privatized and put under the coordination of an international organization.  A number of ad hoc convened regional consultations in Asia, Latin America, and Europe, prepared, for the first time, plans for one global organization to monitor and to coordinate all questions related to the operation of this network of networks: in 1998 the “Internet Corporation  for Assigned Names and Numbers” – ICANN -  was formed with the goal to establish ultimately an international self regulating body, though for the time being as a US based corporation set up under the law of California. This corporation was and still is bound to operate under the supervision of the US Department of Commerce, for which details were laid down in a Memorandum of Understanding, monitoring progress, which should ultimately lead to be freed from the supervision by a US government agency.
Even now, ICANN operates under an international governing board. As the name of ICANN indicates, it is an instrument to basically guide and coordinate the address space – “names and numbers” – with a fairly narrow technical mandate: by now normally symbolized in the terms of “the security and stability of the operation of the Internet.” Just now, from the end of October to the 2nd of November, ICANN held its 30th meeting in Los Angeles.
Internet governance

Both the fact that the Internet became an increasingly important instrument for the internal communication of many societies, and also for their international communication on the one hand, and the fact that it continued to operate under the supervision of a government agency of one country – the US Department of Commerce - resulted in a concerted international action on the level of the United Nations. The term “internet governance” started to be used more widely in this context, though without having been defined. That this vague term was used, indicates that there was an unsolved problem at the outset: what was to be controlled, regulated, and governed, defies to be controlled because of its very nature as innumerable interlinked networks all around the globe..
 The UN General Assembly – 1998? - decided to hold a World Summit for the Information Society – but with two new features: first, the Summit was to be held in two meetings in Geneva in 2003 to find common ground and to decide on actions, and the second in Tunisia in 2005 to review what was achieved. And secondly, the General Assembly called “for the active participation and effective contribution in the Summit and its preparations by all relevant United Nations and intergovernmental organizations, including international and regional institutions, as well as non-governmental organizations, the civil society and the private sector” – introducing what was termed the “multi-stakeholder” approach into a United Nations activity. 
While the International Telecommunication Union was charged to assist the UN with the operational preparations and execution of the two summits, the fact that this was to be done with multi-stakeholder participation created quite some tensions from the outset: neither were all government representative, more attuned to “governing and regulating” approaches, prepared to interact evenly with civil society, nor was the civil society – according to its very nature – in a position to immediately act with clear and unified positions when dealing with the tasks assigned to the World Summits on the Information Society:
· Building the infrastructure 

· Opening the gates: universal and equitable access to the information society 

· Services and applications 

· The needs of the user 

· Developing a framework 

· ICT and education 

The nature of the Internet - that it is not one network, it is tens of thousands of inter-related independent networks – and the nature of a UN summit – that it brings the different interests and positions of its member states together, and in these summits even in a multi-stakeholder approach – led at the same time to a rich process of interaction, while dealing with many tasks in declarations – leaving it mainly to resolutions to be implemented on the national level – where possible in a multi-stakeholder cooperation; apart from some technical problems – especially the assigning of Internet addresses, and the creation of cabled or satellite based networks – there was not much interaction on regional levels.

 

As for the common goal, the first summit adopted a Declaration of Principles, starting with these words:

 

UN World Summit for the Information Society December 2003

http://www.itu.int/wsis/documents/doc_single-en-1161.asp

 

“Our Common Vision of the Information Society

We, the representatives of the peoples of the world, assembled in Geneva from 10-12 December 2003 for the first phase of the World Summit on the Information Society, declare our common desire and commitment to build a people-centred, inclusive and development-oriented Information Society, where everyone can create, access, utilize and share information and knowledge, enabling individuals, communities and peoples to achieve their full potential in promoting their sustainable development and improving their quality of life, premised on the purposes and principles of the Charter of the United Nations and respecting fully and upholding the Universal Declaration of Human Rights.
Our challenge is to harness the potential of information and communication technology to promote the development goals of the Millennium Declaration, namely the eradication of extreme poverty and hunger; achievement of universal primary education; promotion of gender equality and empowerment of women; reduction of child mortality; improvement of maternal health; to combat HIV/AIDS, malaria and other diseases; ensuring environmental sustainability; and development of global partnerships for development for the attainment of a more peaceful, just and prosperous world.”

 

Even after the second Summit in Tunis in 2005, it has to b stated that neither was there a unity of mind among governments achieved, not did all governments really accept an important role for civil society in this multi-stakeholder operation.
Nevertheless, the UN General Assembly endorsed the outcome of the two Summits on 3 April  2006 ”welcoming their strong development orientation and the progress achieved towards a multi-stakeholder approach to building a people-centered, inclusive and development-oriented information society” by acclamation and without a vote.

 

It was already clear during the first summit that there were conflicting interests – no surprise – which still could be covered under joint declarations.

 

The Tunis summit had ended with leaving three of the most pressing problems open: 

 

1. Financial mechanisms for bridging the digital divide; 

2. Internet governance 

3. Implementation and follow-up of the Summit results.

 

1. Digital Divide and financial responses:

 

The digital divide was to be attacked on the national level, while the international support – a Digital Solidarity Fund open for voluntary contributions – would play only a marginal role.

 

2. Internet Governance:

 

The unsolved governance problems which can be exemplified by two statements from the adoption session of the UN – by acclamation without vote – by two delegates:

 

A delegate from the United Arab Emirates, speaking on behalf of the Arab group, said that “the inequitable possession of technology was one of the important factors that had led to a growing digital and civilizational divide among advanced and developing countries. Alarmed at the clear disparity in access to information and communication technology, which had led to … distort historical, cultural and religious facts… He also called for establishing legal and moral standards to regulate information and communication technology, and prevent using it for criminal, ethnic and terrorist purposes or for deliberate distortion of facts and information.”

On the other hand the delegate from Austria , speaking on behalf of the European Union and associated States, said that the Summit had been a success. ... The Tunis documents addressed the open issues from Geneva on Internet governance and financial mechanisms, By reaffirming the Geneva principles, the Summit had also restated the essential role of the freedom of expression and the free flow of information, ideas and knowledge… The European Union was satisfied that Internet governance had been established as a core issue of the information society agenda.
3. Implementation and Follow-up

The European Union … welcomed the fact that the Secretary-General was asked to convene a meeting of the new forum for multi-stakeholder policy dialogue -- the Internet Governance Forum.” It mandated the UN Secretary General to initiate a follow-up process – the Internet Governance Forum – Its purpose is to support the United Nations Secretary-General in carrying out the mandate from the World Summit on the Information Society (WSIS) with regard to convening a new forum for multi-stakeholder policy dialogue. As a consequence of this mandate, its format of operation is to be quite different from the meetings of the two Summits. There will be no negotiated texts such as decisions or resolutions. The outcome of the meeting will be the reports of the individual sessions as well as of the meeting as a whole. The format of meetings will be flexible and include moderated panels and discussions both from the floor and from remote participants. 

The inaugural meeting was held in Athens, Greece, from 30 October to 2 November 2006; the second meeting is scheduled for Rio de Janeiro, Brazil, for 12 – 15 November 2007.  The Governments of India and Egypt offered to host the 2008 and 2009 IGF meetings respectively, while the Governments of Lithuania and Azerbaijan made a bid for the 2010 meeting.

The issue of the internet governance had been identified as crucial – but it has been moved off the common public agenda where decisions are being made. On the one hand, the strong historical and contractual position of having the core Internet administration of the Alpha Root Server and ICANN as a whole under the US Department of Commerce was sharply criticized from many countries – not only communist countries like China and Cuba, but also from Brazil and India, to give examples.

But there is not yet a clear alternative: the suggestion to bring it under the United Nations was countered by questions like “what if India and Pakistan disagree” – though accepting that to continue with ICANN as a US registered corporation is not a solution forever.

While the informal nature is also criticized – as it does not have any decision making authority – it is probably the best solution to keep the multi-stakeholder dialogue continuing and this allowing also the voices especially concerned with the free flow of information and the freedom of expression to have a regular platform where their concerns can be raised regularly and comprehensively with all other stakeholders. The relationship between governance and government will thus receive a regular background input from this official UN multi-stakeholder dialogue.

ICANN in a special follow-up role

ICANN, as an organization responsible for the security and stability of the Internet, is not mandated to regulate some of the issues raised by some countries – like to “prevent using it for criminal, ethnic and terrorist purposes, or for deliberate distortion of facts and information.” 

But more important, there are countries which have expressed their satisfaction that the Summits had “restated the essential role of the freedom of expression and the free flow of information, ideas and knowledge.”

I will close with two examples, where ICANN has been dealing and is continue to do so with issues at the intersection of technology and governance, leading to protracted and controversial decisions. As there is no workable global Internet governance structure, the competing interests, on the one hand to regulate even non-technical issues, and on the other to keep ICANN restricted to its narrow technical mandate, such controversies will remain. The question is if they will be solved in the manner compatible with multi-stakeholder dialogue, or if – and in which way, other forces will govern.

The last ICANN meeting brought two processes to an end by finally defining a framework how to handle them. Both seem quite technical, but both have eminent implications for the freedom of expression on the Internet.

After three years of preparation, rules for the establishment of new domain names – so called Top Level Domains – to issue and to clarify how to administer them is one of the main tasks of ICANN - were finalized. (I do not go into details of IDNs – a subset of the creation of TLDs.)
After seven years, an understanding was reached which data in the so called WHOIS database of companies and of individuals who register a domain name will be published for world wide access, and which data will be kept confidential and be used only for administrative, billing, and technical assistance.

In both cases the decisions were related to freedom of information and to privacy protection concerns.
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