Comment on the draft Charter on Human Rights

and Principles on the Internet

Introduction

The Internet Rights and Principles Coalition has recently circulated a draft “Charter of Human Rights and Principles on the Internet” (draft Charter). We have a number of concerns about it, and have serious doubts as to whether it is an appropriate advocacy tool, or that it sets out a coherent and mutually actionable set of goals. In addition, it is quite unclear how it would represent an advance over an already existing proposed charter, the APC Internet Rights Charter (APC Charter), which is somewhat more balanced in its demands, and a bit clearer as to which of its demands are (arguably) rooted in international law, and which are more a matter of policy recommendations (see <http://www.apc.org/en/node/5677/>).


Discussion
1. General concerns

Our most fundamental difficulty with the draft Charter is that it is quite unclear what it is intended to accomplish, and what it could accomplish. On the one hand, the APC Charter has been circulating for 5 years now, and it is the product of intensive negotiations and input over 4 years prior to its circulation. It appears to cover much of the same ground as the draft Charter does. At the least, one would want to understand what the draft Charter seeks to accomplish that the APC Charter failed to accomplish; what new material it provides; what new types of advocacy it would contemplate; who the signatories would be, etc. In short, we would ask why the draft Charter is needed given the existence in circulation of the APC Charter, although a number of the concerns raised below could also be applied to the APC Charter as well.  
Second, of the draft Charter’s 21 articles (many of which have sub-articles), some are already provided for in international ‘hard law’, others have been underwritten at least in ‘soft law’, and yet others are manifestly not part of any law, but represent policy recommendations, targeting quite different actors (some official, some non-state, some even more broadly to the public). Given these facts, we have serious concerns about lumping these kinds of provisions together:

· Given that hard law, soft law and non-law values are put together, there is a significant chance that policymakers, particularly those inimical to freedom of expression or to the protection of privacy, may well fasten on the least law-related provisions (e.g., relating to the need for employers to provide internet access for their employees, or relating to the disposal of e-waste, or highlighting the need for internet-based education to highlight human rights), and argue from their disagreement with them to their disagreement with even the hard law-based provisions. Put another way, it may well be thought that all the provisions of the draft Charter are ‘up for discussion’ in the same way. But they are not, and should not be.
· Arguments for the most settled propositions are of a quite different kind from those for the less settled ones, and indeed may well be addressed to a quite different audience. For example, arguments for a right of access to the internet may well be based in international law, and if so, will be legal in nature, with an audience of courts, and the executive; whereas arguments  for, e.g., educational outreach, or for enshrining principles of multilingualism in the internet, would go to, e.g., education departments, or ISPs or others committed to the dissemination of multi-cultural content. Moreover, not only will the arguments have different target audiences, but they will employ very different types of considerations, data, and so forth.
For at least these reasons, we believe that the values underwritten in the draft Charter need to be disaggregated, and that the draft Charter, accordingly, should not be presented as a single advocacy piece. 

Finally, we are concerned that a concerted effort to get general adoption of the draft Charter, particularly given the mix of types of provisions it contains, would divert resources and energy from urgent tasks at hand: (1) litigating and campaigning against existing laws and proposed laws that actually threaten internet freedom now (e.g., the CCA in Thailand, the use of national security laws to shut down bloggers in southeast Asia and the Middle East, the proliferation of deeply problematic intermediary liability provisions, the continuing development of laws and policies relating to data retention and sharing). For each of these issues, there is more or less settled international and constitutional law that would underwrite litigation and campaigning work, without the need for a new Charter or anything of the sort. Better, then, to devote resources to their best purposes. 

2. A few details

a. Provisions implied by, or directly raising, settled international law

We note, first, that certain provisions of the draft Charter, namely the ones that refer to international law, are vacuous or nearly so: for instance, articles 3(c), 6(e), and 9(a) require that particular provisions of national law must comply with applicable international law, and the rule of law. But of course they will have to do that; it is of the nature of international law that it is applicable, as it were, to that to which it is applicable. There is no need for a Charter to set this out as though there were any doubt about it.

Second, a significant number of the draft Charter provisions are already a matter of settled international law. That said, in some cases, the proposed provisions seem actually to reduce already existing international protections, or at least to invite such reduction. For instance, while article 6(e) is entitled ‘freedom from censorship,’ it expressly acknowledges that “censorship can only be considered legitimate” under certain conditions; but surely, the correct view is that censorship is prohibited, full stop. As well, article 6(d) sets out “standards for restrictions” that are worded differently from ICCPR article 19(3), with no explanation or apparent justification – with the likely result of creating confusion about what the applicable standard ought to be. Again, the provisions on fair trial (at article 18) are less rigorous than the standards at Article 14 of the ICCPR.
These are just a few examples for illustrative purposes only. Perhaps more fundamentally, the appropriate thing to do with respect to those principles set forth in the draft Charter that clearly are rooted in international hard law (or even soft law), would be to develop a serious analysis setting forth exactly the arguments for the applicability of those existing international laws to the new context of the internet; setting out as well how this new setting may require application of those provisions in different ways, perhaps setting out emerging jurisprudential challenges (e.g., on jurisdictional issues relating to the applicability of defamation, or other legitimate expression-restrictive measures), and so forth. Discussion of at least the following draft Charter articles could be taken up in such a document: article 4(a), (d); most of article 6, all of article 7, all of article 8, much of article 9, some of article 10, 12(a), article 14(a) (as part of the general right to association), articles 15(a) and (b); all of article 18 (though after a redraft to bring it in line with Article 14 of the ICCPR).
 Such a document would not be so much a policy document as an explanatory legal document. Its target audience, as noted above, would most likely be the courts and senior government executives; and it would be explanatory rather than hortatory in tone.

b. Provisions not (yet) rooted in international law

On the extreme other end are provisions that have no connection to international law, or even standards, but which are statements of progressive values which we would like to see enshrined in practices relating to the internet. Moreover, and as already indicated, these values would need to be ‘brought to’ very different constituencies. 

Some examples: 

· Article 11(a) encourages the publication of research, text books and the like as open educational resources – surely, for privately funded works, a proposition to be directed at publishers and authors;
· Article11(b) suggests that digital literacy “should be a key component of education” – to be directed at educators (public and private); 
· Article 4(b), asking that workers be provided access to the internet at work, is plainly to be directed at employers.
Again, these are simply examples: different types of actors are, in effect, being asked to underwrite and implement different values. This is fine, but the targets need to be identified; the fact that they are different needs to be taken on board; different types of advocacy strategies will be appropriate for different targets and this needs to be taken on board as well; and a good deal more strategy needs to be engaged in to determine which provisions should be included in which type of instrument.
� We note that the right to access set out in Article 2(b) has been recognized very recently by the Supreme Court in Costa Rica, and has also been recognized in Finland; as well, and as we have already indicated, such a right has reasonably been argued to be rooted in international law, in particular the law of freedom of expression as found in a range of international instruments, including the ICCPR. Moreover, if it is indeed true that such a right might be underpinned by freedom of expression, there might well follow, as part of the state’s well-established duty to protect and promote freedom of expression, some duties on it to provide equitable access, and perhaps even to require of publicly-funded institutions, e.g., libraries, that they assist in providing access to their patrons. While we take these possibilities seriously, we also think they need to be debated and analysed fully; and that arguments in their favour need to be at the ready as part of any serious policy push. 


� The Centre for Democracy & Technology is currently working on precisely such a document.
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