Comments of Charter (During and Post IGF 2010)

General Comments

· Document often seems to fall into wishful thinking - I'd rather be bold in affirming in an absolute manner the rights in which we believe, even if they are not presently implemented or widely recognized - and if something is a suggestion rather than a principle, then it doesn't fit into this document.
· Vague forms, if they really can't be removed, should at least be less vague: e.g. "broadband should be available where appropriate" could rather be "broadband should be available where technically feasible", at least you would reduce the room for malevolent interpretations.
· I am unable to accept that the present exercise is simply an 'effort to translate existing human rights standards to apply to the Internet'. (BTW, if it were so , how do right to the Internet, and right of equality over the Internet (network neutrality or network equality)) figure in the present text. Such a view valorises the so called negative rights against positive rights vis a vis the Internet, and I think this is one of the principle political economy questions that this global group will have to face up to, and address squarely.

· As for the 'project' that we are collectively embarked upon, I take it to be something like: “An effort towards formulating key issues of governance of the central socio-technical paradigm of the emerging information society, the Internet, in a human centric manner (instead of state-centric, or business centric)  using human rights frameworks, and for this purpose coming up with a charter of Internet rights and principles.

· "Hence this charter, not an attempt to create new rights but..."). It would be better to state the purpose of the charter directly, without such, er, disclaimer. I can't offhand think of a good way to phrase it, however.

· Generally, in my opinion the Charter is too long (I'm going to mention a few examples later); I would propose to shorten it to the key messages and rights and bring the more detailed provisions into an attached Explanatory Report.

· [The Charter] should be phrased with more focus, more abstraction (implementation in today's technological terms should go in part 2 or in specific documents), and more courage.

· Earlier I had tried to include only people as the subject of human rights removing users or stakeholders as subjects from the text of the charter, especially from the introductory part. Consistently, throughout the charter, the subject and holder of rights should be people and human beings, and  not any partial categories.

· Draft too long
· Need to apply “sceptical” analysis of the wording of the Charter to see how each section could be misconstrued and misused by those with bad intentions.

· Use language of article 19 ICCPR to frame whole Charter and other rights are framed through freedom of expression framework.

· FoE should be the central issue and other human rights considerations should flow on from this.

·  Emphasis on speed, human rights are already being undermined (e.g. 3 strikes rule) so we need to think about how the Charter can/will be used in practice to secure human rights?

· Interested in enforceability of the Charter (rights are more useful when they are enforceable) – the Charter is too comprehensive bandying together very different rights (e.g. economic and social rights) and there could be value in having a shorter document that separate out different rights and internet principles

· The Charter needs more definitions – e.g. what is an internet offense?

· Careful of wording that can be misinterpreted

· We need to apply a best case scenario – would could the net bring to us...

· Keep it long

· Everything is in the Charter – moving forward focus should be on clarifying document

· We need to think about the issues more before we can elaborate on who has what duties.

· Enforcement should be by USERS and so we need a simpler document that people can use in their everyday lives.
· The repeated references to the UDHR and or the CCPR are redundant. This should be put in a commentary together with other explanations.
Preamble

· The first thing that I noticed was that this document doesn't "click" anything in my mind. Such a charter - especially if we hope in bottom-up, soft-law adoption - should make you say "wow! this is really great" as soon as you read the first few lines. The Charter should start by talking about the special value of the Internet and of its socio-technical model to the future of mankind, rather than about the fact that everyone was born equal (which is to be given for granted).

· The preamble does not have the Wow!-feeling, and the text has somewhat too much committee-compromise flavour in many places.

· Tapani submitted an alternate and improved version of the whole Preamble. 
· I am still not convinced about the logic of the text ' we are creating no new rights'. No human rights document uses such text in its preamble... In any case I am not sure how right to access the Internet, and net neutrality kind of rights are not new rights.

· I agree with you that it's not common place to put things like "we're not looking to create new rights" in a preamble.  But I think it's there to make it clear what the project is about, and to answer the common question as to whether that's what we're doing.  It has been a question that's come up time and time again, so in the initial drafting process people felt it should be clear up front.  But I agree it's a bit odd to include it in the preamble.  I think perhaps we need a more general "introduction" section (or background, or even at the end as an annex) to explain the process, background and rationale of the approach.  Then we can keep the preamble more punchy and inspiring.  Or we could remove the bit about new rights.

· However, I would prefer that we do not open with an awe of the Internet, which may not go well with the non IG groups... It should come later. I would prefer to open with something about how a new paradigm of information and communication opens up new possibilities for a more equal, democratic and prosperous (??) world, based on human rights, and how it is for us to collectively ensure that this paradigm is shaped in a manner that maximizes such new possibilities (put more visionary stuff here)....

1) Access to the Internet

· With courts in many countries - France, Costa Rica etc - have held right to access the Internet as a fundamental right, why should a non-binding forward looking progressive civil society document like this be so defensive on this issue to propose just a right to Internet under affordable conditions. It is not the kind of language a human rights instrument normally uses. A recent poll by BBC found that 4 out of 5 people consider access to the Internet as a fundamental human right. I think we should be bold and forthright, and propose a right to the Internet as a human right.

· I found the "under affordable conditions" in the 1.0 draft also rather clumsy. I take it you don't like my "affordable access" any better? Would you go as far as to demand cost-free access? Perhaps it'd be better to leave all qualifications away and say "all people must have access to the Internet", period.

· 'All people must have access to the Internet as a right' makes it clearer, because often 'must have access' is simply considered as an ICT connection point must be available to be used, subject to conditions, of affordable fees etc.

· As we're translating existing rights standards, it's a case of whether there's enough consensus as to whether it is a right under existing standards (e.g. as we have a right to free expression, adequate standards of living etc etc, we have a right to the internet under states' obligations to fulfil rights), or whether we can just say that it should be a right at this stage.  I agree that we should be as progressive and inspiring as possible, but we have to work within the bounds of the project in terms of translating existing standards.  We of course also need to bear in mind the difference between human rights and other legal rights.  

· It looks like both a logical and a political fallacy to say, one does *not* have a 'right to the Internet', however, if somehow one does manage to get there, one has the following rights....... I consider a charter of Internet rights - speaking of rights on the Internet - meaningless, and retrograde to the very conception of rights, without an express anchoring of a right to the Internet. It is as if we are creating a new autonomous entity over the Internet, to which everyone *cannot* be accorded an automatic right This is *not* how I see the Internet. Rights here appear to be some kind of club goods.
· On the other hand, I do see the present draft charter  say, ' Everyone has the equal right to access to the Internet.'  Dont see how it is much different from 'right to access the Internet' (which is what I proposed in my email), or rather let us even more clearly say ' everyone has the right to the Internet'. Maybe we can name the sub head as 'right to the Internet' and put this sentence below about - everyone has the right to access the Internet. It is the unrequired language about 'affordable conditions' - and in my opinion, clearly wrong language for a rights document - which is the big problem. We should just remove that part.

· Saying access should be "affordable" can be interpreted either way: that it should be available to everyone at a price they can actually pay (even if it's nothing for some), or that it is OK to charge a "reasonable" fee even if it means some people will be left out.

· I agree that there can be a difference of view whether 'right to affordable Internet' may not be in some ways better than 'a right to access the Internet' since the latter can be taken as no one should stop anyone from accessing the Internet if one is otherwise able to (among other things, being able to pay)I think we should simple say 'everyone has the right to the Internet', which makes the obligation of the collective to develop social and economic structures in manner that everyone is able to access and use the Internet.

· Should include this text: “Everyone has the right to access to Internet. Internet is an enabler for all life related functions enhances well being and development of human rights. Governments, private sector, civil society and individuals should create greater awareness of such access both on and off line.”

· “All people must have access to the Internet at affordable conditions” - can this portion be reworded so that we are saying we all need to be working towards the goal of access of internet for all. This has a North and West bias, and a bias of economics
· My claim is that we don't need any such thing as a new right. And I cannot imagine -- nor can I accept -- that such thing as a "right to the internet" exist. As Many commentators from Buenos Aires said, why not a right to the telephone or to the mobile phone then? Doesn't the right to education, combined with the right to freedom of expression  and the right to freedom of assembly and association (and maybe others) lead to the fundamental need to access, and thus a right to access, to be realized?
· I have recently been thinking that maybe it is acceptable to refer to a right to access...following it being established as a legal right in some countries, and some of the comments made by Frank La Rue.  And then the strong feelings by some in the coalition.  
· “Right to Access”: can either be interpreted to flow from existing human rights, but not only FoE, as it increasingly is a precondition to the full access to many human rights, like the right to education, access to knowledge etc and/or as a new human right because it has evolved into that status by common belief and practice (access having been the main issue at all IGFs so far). I put it under non-discimination to emphasize “equal access”, but it is a cross-cutting right.
· My preference would be not to mention it at all as a right per se. My vision is that, *at this step* it needs to appear as the necessary condition to ensure the realization of existing rights. That's why I would prefer to see the charter (or whatever the document is called) as an explanatory document on how existing rights translate in the digital environment and what are the needs to have them fully realized in this environment. Then, and only after wide consultation and hopefully agreement on these realization means, the claim for this new "right" could start, as a further advocacy step. Although I'm still reluctant to call it a right (too much of technical determinism for my taste). In my opinion, this should be realized as a public service or a public utility, and then we go to the infrastructure issue, its cost, etc.
· I would also define access in a broad sense, i.e. at all layers: from access to infrastructure in affordable conditions to access to Internet literacy.
· It is a matter of strategy if Access to the internet is put forward first or human dignity which is the cornerstone of all human rights, but not yet developed well in the context of the charter, whether it is presented as a new right or as a right derived by implication from other rights.

· The threat to the open architecture of Internet should be more clearly addressed. That is the single biggest danger looming over us today. I would suggest putting something like the following in the section on net neutrality or net equality (the text is still a bit rough): “   Internet is a global commons and its architecture has to be protected and promoted for it to be a vehicle for free, open, equal and non-discriminating exchange of information, communication and culture, with no special privileges for or obstacles against any party or content on economic, social, cultural, or political grounds. This however does not preclude positive discrimination to promote  equity and diversity on and through the Internet.”

· I agree with the above definition of network neutrality broadly however I believe: In particular, "has to be protected and promoted" is weaker than "shall be... must not be..." and at the very least drop the "however", as this should be seen as an obvious consequence of the aforesaid rather than as an exception to it.

· I am quite sure that it is up to progressive groups like us to posit NN as a rights issue, and not just as business and competition issue, and this is best done by putting it in  language of rights. I hope we can have more active language for the NN part, something between what Tapani suggested and my formulation, and have a sub heading, 'right to net equality'  (or if NN is more recognizable, we can use that)..... For indeed if the Internet is a new space, immediately after having a right to the space, one should have the 'right to equality in that space' (any democratic constitution will start with it) before more differential conditions for other social arrangements - including market and economic power based - are worked out.
· Art. 2 b (Access in Version 1.0) could be shortened (some slight repetitions and explanations which could be moved to an Explanatory Report, see No 1 above). Furthermore, I think that net neutrality is at a systematically "wrong" place (Art. 4 b (Under Equality under the law in Version 1.0) and should rather be combined with access.

· I would also shorten Art. 2 c and Art. 2 e by moving text to a Report (“ensuring digital inclusion” and “marginalized groups”).
2) Human Dignity
· I don’t think we need to include this point unless there is a specific reason for it?

· I think the principle of human dignity is so central to HR that I prefer to keep it, even if we don’t add much new value in an internet context.
· I think we should definitely have a section on Human Dignity, which should include as subheadings:

- the piece on freedom from defamation [currently 10) g)], which should probably renamed as, e.g. "Honour and reputation of individuals",

- the piece on racism/hate speech [currently 8) para. 2], which should be distinguished from freedom of religion and belief (therefore, freedom of religion and belief could indeed go under FoE)

- the piece on exploitation and child abuse image [currently 14) b)]

- the piece on forms of crimes [currently 4) a)], maybe renamed (thoughts?). NB. This, added to the removal of 4) b), would lead to removal of whole section 4), making me very happy to get rid of this "Liberty and Security" heading, since this "balance between liberty and security", especially on the Internet, is causing a lot of harm to fundamental rights and freedoms, especially after September 11...
· I think and hope we all agree to keep the UHDR structure, meaning that if an issue is addressed as FoE in UDHR (and evolving case law) then we should also address it in relation to FoE, and likewise with all other rights. It will be really confusing if we start remixing topics, e.g. creating a "human dignity" section that entail issues which the original UDHR does not.
3) Non-Discrimination in the Enjoyment of all Rights

· Add in this text: “All humans are born free and have inalienable rights of freedom, dignity and equality which must be reflected respected and protected in cyberspace. In Internet all human rights should have universal respect for and observance of dignity.”

· Say “gender” not “sex”
· I’m not sure that gender should have its own provisions as these principles hold true for all marginalized groups.

· I don’t have a problem with specifying gender equality as this has been a reoccurring theme at WSIS/IGF
· [Re: articles on gender equality] I agree (that these principles hold true for all marginalized groups), this might be added as a general precision under "Equality of access", explicitly mentioning gender
4) Liberty and Security

· Shouldn't you include protection against state interference into cross-border traffic?

· D Internet is not be used for limiting someone’s life and liberty through trafficking or its promotion in any and all its forms.. My wording is a little clumsy here!!! Please edit.,
· [Re: functionality] Not sure what this means: if it means that connections should work, is it necessary to specify this?

· [Re: functionality and security of connections]  I agree this should be removed: functionality of the net is not part of HR, and security of connections should be covered, in terms of HR, by provisions on privacy, data protection and protection of identity
· "functional": this came out of the context of concerns that states or non-state actors may disable or attack internet connections in the context of disputes of various kind, a concern, which is occupying the CoE and the UN as well. We certainly can discuss the term.
5) Equality and Diversity on the Internet
· I’m still not convinces this is the best place for information about diversity. I think the right to use one’s own language would fit better under freedom of expression, and diversity of languages/cultures would fit better under the Right to Participate in Culture. Any thoughts?

· I don’t mind both being placed under the Right to participate in culture.  But following UDHR 27 I think they should be together, and not one put under FoE.
· I think both [Re: diversity and right to use one’s own language] should go under the right to participate in cultural life
6) Development

· I'd change the systematic order of Art. 5 b and Art. 5 c (“Environmental Sustainability” and “Poverty Reduction and Human Development”) and delete "environmental" (sustainability is enough).
7) Freedom of Opinion and Expression

· As far as the systematic is concerned I would probably do it slightly different; in particular Art. 6 (Freedom of Expression) is the centre for me and should perhaps become "already" Art. 3. (i.e. after non-dicrimination)

· I would take care to avoid contradictions and wordings that appear or are likely to _weaken_ what Article 19 of UDHR, when it rather should be strengthened, reinforced. In particular, I'd like to emphasize that freedom of expression protects not only also but indeed foremost opinions and ideas that  are patently false, immoral, disgusting or dangerous, and I'd actually like that said out explicitly somewhere under 6) a or b.
· Add in this text: “Everyone has the right to hold opinions without interference.”

· In 6.e. “blocking” should be added

· Contradictory statement: on freedom of expression, you say under freedom from censorship number, the Internet should be free from censorship and filtering, but in the article right before you say restriction on censorship and filtering should be based on law.

· When you talk about freedom from defamation you talk about people can be free from unlawful attacks.  Whose law and what's the intent of the law?
· Defamation! Explicitly not put under FoE, because this would give the impression that it is a sort of exception to FoE, a hotly debated issue in the UN!
· Access to information very important

· how does spam fit in with our section about filtering?

· The Charter needs a strong emphasis on freedom of expression
· [Re: “Freedom of expression is an essential pre-condition...”]  I don’t know if we need to include this paragraph (in the interests of cutting it down).

· [Re: “Freedom of expression is an essential pre-condition...”]  I am for cutting it, as we don’t explain the other rights to the same detail.
· [Re: “Freedom of expression is an essential pre-condition...”]  I think we could keep it
8) Freedom of Religion and Belief

· Incitement to violence is one thing, but "incitement to discrimination" is rather overreaching. Abhorrent though I find racism, indeed I consider it patently false, immoral, disgusting _and_ dangerous, yet even people who hold such opinions should have the right to promote them

· Banning incitement to discrimination is too much, shouldn’t be in the Charter.
· [with] Incitement to hatred we enter disputed ground, but need to discuss where we go, the US vs the European approach on FoE?
· We should be careful with freedom of religion due because we don’t want to encourage blasphemy rights, and we should remember to specify that people should also have freedom from religion.

· Another point is that freedom of religion includes freedom _from_ religion.
· [Re: “The beliefs and opinions of others should be respected ...”] I think if we are going to include this in the Charter it belongs under freedom of expression. However, I think we should leave it out. The situations it calls for are covered for by restrictions, it is not in the UDHR and many people criticize it’s being included in the ICCPR.
· [Re: “The beliefs and opinions of others should be respected ...”] We face here a very important choice between two visions of FoE:  "unlimited" (a la US 1st amendment) or strictly limited as in European law. It's not an issue of editing, but a matter of political decision

9) Freedom of Assembly and Association

· Please delete second part of title of Art. 8 b (i.e. “and freedom of online protest”) since it is not mentioned in the text, but included as Art 6 c (Freedom of expression).

· I would like to see a right for the people to use the Internet to gather and self-organize for political and social activity (yes it's already there in the draft, but it's attributed to "the users of ICT tools" - no, it's really "the people", you don't gain the right because you use an ICT tool, it's a generic right for which the Internet is an additional instrument).

10) Privacy

· Defamation, is under wrong subtitle (it is not really privacy issue), the word "unlawful" makes it all but meaningless - we should be saying what laws _should_ say, not that whatever laws in some country say could override basic rights. And as Ronny noted, defamation laws are very much abused to silence dissenting opinions in many places. I don't presently have a concrete suggestion of a better wording here, other than I think I'd rather drop it altogether than see it in the present form.

· Defamation rather goes with Art. 6 (Freedom of Expression) than with Art. 9.
· [Re: defamation] I think it's very different from subheadings a) to f), and should go under "Human Dignity". In my opinion it has nothing to do with privacy.
· Electronic Frontier Foundation's Bill of Privacy Rights for Social Network Users was submitted as containing relevant values and standards.

· As you know I'm pleading for more privacy and data protection, but I find Art. 9 and Art 10 (Privacy and Data Protection) too detailed; I'd shorten by moving text to Report.

· In 9.f “profiling” could be added

· Should include this text: “Everyone has the right of privacy protection universally on the Internet. Personal information and data requires owner’s consent for re-use, disposal or redistribution for any other than purpose at collection. Individuals must be free of arbitrary or unlawful surveillance or interference.”
· [re: Virtual personality] There are 4 dimensions to the Virtual Personality, only some of this dimensions, content (data protection), and presence (no spam in any channel, no tracking) are directly related with privacy.
· [Re: International privacy frameworks] Do we need to include this? Is it not true for all of these rights? 

· [Re: International privacy frameworks] maybe the point is rather that since privacy in the IS may be violated to an extent previously unforeseen, it is crucial that national HR/privacy compliant legislation exist.
11) Data Protection

· As you know I'm pleading for more privacy and data protection, but I find Art. 9 and Art 10 (Privacy and Data Protection) too detailed; I'd shorten by moving text to Report.

· Should include this text: “Everyone has the right to protection and security of ownership of property and innovation including its use and storage. Redistribution must be prescribed by owner, author or law. International rules on copyright must be respected”

12) Education
· I’d shorten this article

13) Access to Knowledge and Culture

· I have some problems with Art. 12 b (“Access to Knowledge and IPR”), title and contents do not fully correspond, you do not mainly talk of human rights and you use a reference to a technique (DRM) which might be irrelevant in 5 years (eventually replaced by other techniques); in my opinion this provision should be carefully reviewed.

· I would like to see a right to make use of the knowledge and instruments of the past to enhance the personal and collective knowledge and instruments for the future (as opposed to "copyright is a fundamental right, but please use Creative Commons"... copyright should be an exception to sharing, not the opposite).

· I would like to see a right to access and share information of public political and social value without being subject to harassment or limitations by governments, corporations and other interested parties (think of Wikileaks).

· I would like to see a right to innovate in content, applications and services without having to undergo centralized authorization and validation procedures.

· “However, licensing and copyright of content should permit knowledge to be created.  Such creators should be encouraged to share its use and distribution (and built upon).” - Question, are we seeking to compel someone to give up their innovation?
· I see a need for more work, but we need help.
14) Children and Child Protection

· I welcome the inclusion of children’s right but I want the whole charter to be read through from a child rights perspective (note, children also have workers rights, sexual rights etc.) Some rights can operate slightly differently for younger people (or bring their own unique challenges) for example in many country consumer rights are a part of contract law which raises as issues as often a child is not legally able to be party to a contract until they are 18.
15) Work

· This  section needs to be reworded to avoid bias for or against any region or burden small business owners  

· “Workers and employees should have Internet access at their work place, where available.” Please reconsider this underlined  statement , it is written is in bias of wealthy north and west and even here it may not be applicable or doable in more than half the business which are small businesses which again are owner operated with one or more employees..

· Workers rights belong in the Charter because the issues of freedom of association and privacy at the workplace are absolutely linked.
· [Re: Internet at the workplace..] Do we need this section?

· [Re: Internet at the workplace..] I don’t mind the first part on internet access be removed, however I would like to keep the bit  surveillance at the work place which is a big problem . could it be placed under a) respect for workers rights ?
· [Re: Internet at the workplace..] Of course we do [need this section], with privacy at the work place, limitation of workers control using ICTs, etc.
16) Participation in Public Affairs

· [Re: e-voting] This to me is a very contentious statement, that many security engineers and human rights organisations would be uncomfortable with. Many of us do not believe that e-voting or online voting is likely to be secure anytime soon. I can see that position is reflected by "provided its security can be assured", but to many of this is extremely unlikely to happen in the foreseeable future. It might be a bit like saying: "Banking should be completely deregulated, provided our financial security can be assured".

· [RE: E-voting] Is this a human right Is it a process or administrative thing?

· Can we expand more about electronic government?

· “Everyone has the right to equal access to electronic services in his country.” Can we clarify this, there is an implicit bias  and assumes necessary perquisites of economics.  
· This section should rather cover the right to participate to Internet governance.
· OK to remove e-voting. Mixed thoughts on including IG under "appropriate order".
17) Consumer Protection
· Do we need this section?

· Would like to hear the arguments for including it, but don’t have strong feelings for keeping it in.
· I don't think consumer protection is part of HR. We shouldn't have this in the Charter.
18) Health and Social Services Online

· Is this human right or a due process thing or administrative thing?
· Again, I’m not sure what this adds. I think its point is covered by the right to information.

· I agree. Can we focus more on how the internet may promote the right to health?
· [Re: “Everyone shall have access to their own electronic health records, on the Internet”] Do we want to promote this? Suggests that people’s records must be on the internet when many people wouldn’t want that.

· [Re: “Everyone shall have access to their own electronic health records, on the Internet”] I agree its problematic.
· [Re: “Everyone shall have access to their own electronic health records, on the Internet”] Strongly agree with you
· This section should be removed. Or at least maybe this should rather include what is currently under "participation in public affairs"
19) Legal Remedy and Fair Trial

· Can we relate this section  back to the internet

· Should be rigorous about what we include, i.e. is the right to a fair trial necessary?

· Should include principle of having a fair trial, but not include the principles that make up a fair trial as these will be the same).
· [Re: “including: the right to be presumed innocent until proven guilty according to law...”] I think we should remove this bit. It would take up far too much space to dictate all the fair trial standards, and to leave out some imply they are not important. I think the statement “Criminal trials must follow fair trial standards as defined by International law” is enough.

· [Re: “including: the right to be presumed innocent until proven guilty according to law...”] agree
· I think we need to include: fair trial, presumption of innocence, due process, legal recourse and remedy all present and under a same section on "guarantee rights".
20) Appropriate Social and International Order for the Internet

· In my opinion, Art. 19 (“Appropriate social and International order”) has more the character of a preamble than of a human right (apart from the fact that the contents of Art. 19 d are already covered by Art. 15 – “Participation in public affairs”)); therefore, I'd put the text in the beginning of the final Charter as Preamble.

· Should include this text: Internet governance must be driven by principles of openness, inclusiveness and accountability and exercised in transparent and multilateral manner. Everyone has the right to take part in the governance of Internet, directly or indirectly.
21) Duties and Responsibilities on the Internet
22) General Clauses


